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Best Practice: Manage Identities

Uniquely and securely describe user access to maps, apps, data, and analysis

« Configure in the portal
o Users
« Roles
o Privileges

e Incorporate in your apps
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Built-in Security -OR- Third Party Identity Management

Identity enables participation!



PORTAL

Users * Groups * Iltems « Tags

The ArcGIS
Conceptual

Reference i
Architecture

Enterprise

Systems

*+ CRM

+ EAM

« Bl

+ Microsoft Office

+ Real-time Feeds
+ loT Sensors

Visualization
Analysis
Data
Management
EXTERNAL SYSTEMS AND SERVICES

LOAD BALANCING

Data and Storage

PRODUCTION STAGING DEVELOPMENT




The ArcGIS
Conceptual
Reference

Architecture

WORKLOAD SEPARATION

Architecting the
ArcGIS Platform:

Best Practices

PORTAL
e —
Users « Groups - Ite. ns «

Capabilitie:

Enterprise

Architecting the ArcGIS Platform: Best Practices
Managing Identities
May 2018

Identity information Is used to uniquely and securely describe user access to maps, 3pps, data, and analysis within the ArcGIS
platform. A person's ArcGIS identity can be managed with built-in security by ArcGIS or with a third-party identity management
system. Regardiess of the approach, effective management of user identities and associative credentials is necessary for users to
appropriately utilize and participate in the ArcGIS platform.
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An ArcGiS dentity alows a person to particpateinthe latform; acces,
create, or share items as part of one or more groups; and use the o
platformto play a more collaborative fole nthe organizaton (see figure  dencry [
Data and Storage 1) Identiie may be managed within the ArcGS Enterprise portal or

they may be federated with an enterprse identity povider. People o
access the ArcGIS platform through a role and set of privileges configured alisboration
by an adminisrator. Roles can be taiored o indnidul users and thei
organizatonsl responsibiities(examples include: viewer, editor,

PRODUCTION STAGING DEVELOPMENT publisher, analyst, field technician, and administrator). The privileges Figure 1: identity defines @ ser's role and associative

associated with these roles ultimately permit people to join groups, privileges within the ArcGIS platform

apabilties

access their own resources (data, maps, apps, and capabilties), and access resources that have been shared with them.
ASSOCIATED BEST PRACTICES An ArcGIS Identity is managed as a named user credential within the platform. This credential is used to sign into any app, on

any device, at any time, and to provide access to all maps, apps, data, and analysis a particular user i entitled to. As users sign
into the ArcGIS platform with their named user credentials, their identity gives them access to authoritative data,

capabilities, shared content, apps, and their saved maps and items. The named user model allows an organization to securely

and appropriately extend the reach of ts geospatial capabilities to everyone who needs them.

Users often participate in groups, an important aspect of the ArcGIS platform sharing model. A group is a collection of items
{such as maps, apps, and named users) typically related to a specific area of interest (such as a business unt, initiative, o
team). Groups are useful for organizing content and controlling access. If a group is private, only members will see the group
and its content
Recommendation:
Depending on the needs of the organization, user identities can be managed with built-in security by ArcGIS, or by using a
third-party identity management system. For small implementations, an ArcGIS administrator will want to leverage the built-in
security of the Enterprise portal to manually add and configure or batch import users. The administrator would then use a
simple web interface to manage these users, the roles they assume, and the privileges they are granted. For larger
implementations, enterprise identities and groups (managed external to ArcGIS) will be used by the Enterprise portal to
control access to the platform. ! These implementations can leverage enterprise credentials from an existing Lightweight
Directory Access Protocol (LDAP) server, an Active Directory server, or an identity provider that supports Security Assertion
Markup Language (SAML) 2.0 Web Single Sign On

ACGIS identities provide the organization with access control around platform content and capabilties and give users the
ability to discover, share, and participate in the secure environment. Two approaches are provided to give organizations
‘options for how to implement identity management within the ArcGIS platform. Choose the approach that best enables users
t0 accomplish their business objectives.

* Differences in enterprise ider Please reference and

ty and
tocumentation for detail
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