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IT Governance & ArcGIS

• A subset of the greater corporate governance framework focused specifically on IT 

systems, their performance, and risk management

• Ensures that solutions are built and managed properly within the IT landscape

• The concepts of IT Governance extend to the ArcGIS Platform



IT Governance – Key Considerations for the ArcGIS Platform

• Software Change Management

• Data Governance

• Technology Alignment



Imperative of Change

• Common motivations for change include…

- Leaders’ assertions to achieve new outcomes

- Goals and intended outcomes

- New value-bearing business capabilities

- Improved efficiencies

- Demands expressed by organizational personnel, external partners, the public

- Cross-unit, integrated workflows

- Digital collaboration with partners

- Public information and feedback

- Retirement of systems at end-of-life



Software Change Management

• Making changes to enterprise systems will always introduce risk to business operations

• Include the ArcGIS Platform in planning and testing for enterprise system upgrades

• Ensure that operational and administrative staff have appropriate training

• Ensure computing environments are available for development, staging, and production

• As organizational dependence on ArcGIS grows, ensure appropriate backup and disaster 

recovery capabilities are in place



Data Governance

• Exercise control over data quality, accessibility, usability, and security across your 

enterprise (including spatial content)

• Identify data stewards within business units

• Centralize critical content, establish durable data pipelines, and authoritative 

outlets

• Balance control with enablement



Technology Alignment

• Align investments in technology to mission or business needs

• Work with organizational leaders and decision makers to understand…

- Organization’s mission, purpose

- Leaders’ goals and pain points

• Reveal challenges that require changes in the function and behavior of the 

enterprise

• Compose solutions that resolve challenges

- Amplify the value of current and future investments in GIS (people, process, technology)



Governance starts with people

• Executive Sponsor

- Goals to be fulfilled

- Resources to apply

- Little time

• Champion

- Vision of the future

- Trusted relationship with Executive Sponsor

- Has the time, but needs to ask for resources

- Communicates status of initiatives in progress

• IT Leader

- Responsible for guiding and 

operating/maintaining a portfolio of production 

solutions

• Review Board / Steering Committee

- Collaborative panel of key stakeholders

- Raise and vet governance challenges



Example – Introducing a new solution

• Technology Alignment

- What are the goals of organizational leaders relative to the mission or purpose of the enterprise?

- Will business unit personnel need to work differently to overcome challenges?

- Do you know the technology you seek to prescribe well enough to make good recommendations?

- Are you prepared to balance control with empowerment?

• Data Governance

- Data represents the work of people and systems.

- Which data and processes need to be deliberately managed and controlled?  Which data can be left 

unstructured?

- Are you prepared to delegate or share these responsibilities with designated staff?

• Software Change Management

- New and new version of software, upgrades, and patches need to be tested prior to production deployment!

- What are the opportunities and constraints related to new or upgraded implementations?



Applying IT Governance | Executive Operational Awareness Solution



Applying IT Governance to a Portfolio of Solutions



ArcGIS Platform

Conceptual Reference Architecture

• ArcGIS is a Platform Solution

• Supports a range of workflows

• Portfolios of applications

• Integrated identity management

• A variety of workloads and content

• Integration with external systems

• Built to enable the collaborative work of an enterprise

• IT Governance of the ArcGIS Platform is essential to 

success



Best  Practice: Apply IT Governance

• Critical for long-term organizational success with geospatial capabilities

• Enables the ArcGIS platform to truly grow within the enterprise with managed risk

• Software change management, data governance, and technology alignment are 

some key elements of an IT governance strategy

• The scope of IT governance can extend to other elements such as roles, 

responsibilities, etc.



Architecting ArcGIS: 

Best Practices

https://go.esri.com/bp



Reduce Risk with IT Governence: 

Summary Recommendations

• Implement a software change management plan to mitigate the risk associated with 

upgrading your GIS.

• Incorporate GIS data in your broader data governance approach, so anyone can 

access useful, high-quality maps and data in their work.

• Align technology to overcome business challenges and amplify the value of your 

GIS.



Please Share Your Feedback in the App

Download the Esri

Events app and find 

your event

Select the session 

you attended

Scroll down to 

“Survey”

Log in to access the 

survey

Complete the survey 

and select “Submit”
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