
Building Security into Your System
Bill Major

Gregory Ponto



Overview

PKI Fundamentals Encrypted & Trusted Communication

Implementing SSL/TLS How do I do it with ArcGIS?

Scan ArcGIS Server/Portal Security Best Practices

Building Security into Your System



Encrypted & Trusted Communication

PKI Fundamentals



PKI Fundamentals
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PKI Fundamentals
Establishing Trust for Encrypted Communication
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PKI Fundamentals
Certificate Revocation
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How do I do it with ArcGIS?

Implementing SSL/TLS 



Setting up SSL Certificates and Trusts

• Secure Socket Layer (SSL) - standard security technology for establishing an 

encrypted link between a web server and a browser

- TLS v 1.2

• Most organizations have strict SSL requirements for security compliance.

• Certificate Authorities digitally sign server certificates for server identification and 

issuing user certificates for client identification (i.e. Public Key Infrastructure).

• Public key/private key pairing for encrypted communication

• Adjustments needed to configure On-premises Web GIS to work properly in these 

types of environments

Server Certificates and Trust Stores



Setting up SSL Certificates and Trusts

• Portal for ArcGIS, ArcGIS for Server, ArcGIS Data Store, Geoevent Extension for 

ArcGIS Server:  all install self-signed certificates to support ports 7443, 6443, 2443, 

6143 respectively.

• Consuming services from self-signed certificates is untrustworthy and easily 

compromised.

• Install Web Adaptors for Portal and ArcGIS Server and SSL-enable your web server.

• Users only communicate with Web Server over default HTTPS (i.e. 443)
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Setting up SSL Certificates and Trusts

• Some organizations mandate no HTTP(S) ports without using a properly signed server 

certificate.  Users must update the self-signed certificates with CA signed certificates.

Updating Server Certificates

• Portal Administrator Directory provides tools to 

generate a new Certificate Signing Request and 

ability to import Intermediate or Root certificates 

for trust.

• ArcGIS Server Administrator Directory provides 

identical interface.



Setting up SSL Certificates and Trusts

• In order to consume services from other SSL enabled web servers, proper “trust” 

must be created in ArcGIS Server and Portal.

• Importing CA Root and Intermediate certificates for external server certificates allows 

ArcGIS Server and Portal to “trust” the server SSL certificate being presented

- This trust established proper encryption channel

• Example scenarios:

- Adding an HTTPS Map Service to Portal from an external organization.

- Using ArcGIS Server Print Service to generate thumbnails for Portal for ArcGIS, using 

HTTPS Map Services.

Establishing Trust to PKI resources



Setting up SSL Certificates and Trusts

• In ArcGIS Server, use the Administrator Directory.

• On the Server, import the CA Root and 

Intermediate certificates into the OS Trust Store 

(needed for GP Services).

• In Portal for ArcGIS, use the Portal Administrator 

Directory.

Importing Certificates to establish Trust



Restrict SSL protocols and cipher suites

A

• As a Web GIS Administrator you can specify which secure sockets layer (SSL) 

protocols and encryption algorithms the portal's internal web server uses to secure 

communication. 



Security Best Practices

Scan ArcGIS Server/Portal



Scan ArcGIS for Server and Portal for ArcGIS for Best Practices

A

• Starting at 10.4, ArcGIS Server and Portal for ArcGIS come with a Python utility that 

will scan your setup for security best practices.

• portalScan.py and serverScan.py (under /tools directory)

• Findings can include:

- Determines if HTTPS only communication

- REST services directories are enabled/disabled

- Anonymous access exposed

- Proxy restrictions

- Standardized Queries are enforced; protect against SQL injection attacks

- Filter web content enabled; protects against XSS attacks

- Token requests via GET/POST exposed



Demo
Scanning Portal & Server





Scan ArcGIS Server for Security Best Practices
http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm

http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm




Scan Portal for ArcGIS for Security Best Practices
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm

http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm


Key Takeaways

• PKI is about Encrypted Communication

• Web GIS provides support for PKI

• Scan your Server for Security Best Practices

• Web GIS 10.4+ is Recommended



Resources / References

Scan ArcGIS Server for Security Best Practices
http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm

Scan Portal for ArcGIS for Security Best Practices
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm

Security Best Practices with Web GIS
http://server.arcgis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-secure-environment.htm

http://server.arcgis.com/en/portal/latest/administer/windows/security-best-practices.htm

Encrypting Web GIS Communication
http://server.arcgis.com/en/server/latest/administer/windows/secure-arcgis-server-communication.htm

ArcGIS Trust Site
http://trust.arcgis.com

http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-secure-environment.htm
http://server.arcgis.com/en/portal/latest/administer/windows/security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/secure-arcgis-server-communication.htm
http://trust.arcgis.com/
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